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Abstract

Earlier research has shown that the effectiveness of Snort against the Metasploit Frame-
work is very low. We made an attempt to improve the detection rate by automatically
converting modules of the Metasploit Framework to Snort rules. Based on our analysis of
the Metasploit modules we automated the process of generating Snort rules to detect pay-
loads. Our tests have shown that the detection rates increased compared to the numbers
based on earlier research. The results look promising, but need some further analysis.
Especially encoders are still an unresolved issue.
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CHAPTER 1

INTRODUCTION

The Metasploit Framework[5] is an open source penetration testing solution. It is well known for
its exploits to public security vulnerabilities. Penetration testers can use this as a powerful tool
to detect potential vulnerabilities on a wide variety of different operating systems and software
packages. As with many security tools it’s not only used for legitimate purposes, but also for
unauthorized activities by ”hackers”. Since the basic Metasploit Framework can be downloaded
and used free of charge, it would be useful if these exploits could be detected and/or blocked from
entering a network. The creation of rules for this purpose has not been attempted before, certainly
not in an automated fashion.

A common detection and prevention mechanism is the use of Intrusion Detection Systems(IDS) and
Intrusion Prevention Systems(IPS). These systems are used to detect and prevent malicious traffic
on a network. A well known example of this is Snort[7], an IDS/IPS that combines the benefits
of signature, protocol, and anomaly-based inspection. The effectiveness of Snort is defined by the
network traffic rules that it contains. Different sets are available for Snort: rules from repositories
included with the OS; the official rules of www.snort.org provided by the Sourcefire Vulnerability
Research Team (VRT)[10]; community rule sets such as Emerging Threats[9]. However, earlier
research[3] has shown that even a combination of these rule sets is not very effective against
Metasploit exploits.

It would be beneficial if these rules could be generated automatically on every release of Metasploit,
so that external attacks can be blocked before they reach a vulnerable system.


www.snort.org

CHAPTER 2

RESEARCH QUESTION

2.1 Research question

Can Snort be enabled to automatically keep up with the latest exploits provided by Metasploit?

This question can be divided in sub-questions that cover several fields:

e What is the most effective way of detecting and blocking a malicious packet, is it by looking
at exploits or payloads?

e Under which circumstances can we create Snort rules to detect Metasploit?
e What is the most effective way of creating Snort rules to detect malicious Metasploit traffic?

e What is the effect of false positive detections on Snort?
We will be focusing on the automatic generation of Snort rules, the possible performance impact

caused by many rules won’t be our main concern.

2.2 Previous research

Research has been done on the effectiveness of multiple Snort rule sets regarding the detection of
Metasploit attacks [3]. The paper describes how the benchmark was done to find out the detection
rate of Snort, but the authors do not improve the detection rates of Snort.

2.3 Approach

We will start with analyzing the exploits and payloads in Metasploit. The next step is looking into
the possibilities of Snort rules, so we can define our approach for detecting malicious Metasploit
traffic. To automatically extract relevant data from the Metasploit Framework we will look into
two different approaches:

e Using the exploit and payload modules in the source tree of the framework
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e Execute the exploits and capture the related traffic using tcpdump

After defining our detection approach and extracting the input data we will use a scripted approach
to automatically create Snort rules.

Danny Groenewegen, Marek Kuczynski July 2, 2011



CHAPTER 3

SNORT INTRUSION DETECTION

Snort[7] is an open source intrusion detection ("IDS”) and prevention system ("IPS”) . It can
detect malicious or undesired network traffic and act upon it if needed. In order to protect a
network, you can place a server running Snort either directly inline (for example in between a
modem and a corporate network) or you can use it to only detect malicious traffic by placing it
on a span or mirror port of a switch. In the latter configuration, Snort will analyze a copy of the
packets transmitted, but it can’t act upon an alert.

Snort analyzes traffic by the use of rules. These rules can analyze the content in various ways,
either by looking at the type of traffic or the content of a packet. A basic example rule is listed
below;

alert tcp any any —> 192.168.1.0/24 111 (content:”|00 01 86 a5|”; msg:”mountd access” ;)

This rule will raise an alert whenever TCP traffic is sent to the internal 192.168.1.0 network. If a
packet destined to this network contains the hex characters in the content tag, then the message
shown in the msg tag is written to the Snort log.

There are many different parameters that can be used to pin-point or classify network traffic within
Snort, but the example listed above shows the most common basic rule format. More details about
the different rule options can be found in the extensive Snort manual [8].

During this project we made an attempt to generate Snort rules based on Metasploit. There are
existing rulesets that focus on various forms of detection. The official Snort rules focus on many
different detections, these get supplemented by rules created by multiple communities. Emerging
Threats[9] focuses mainly on blocking known malicious IP addresses, for example known spammers
or criminal organizations. These rules get updated frequently and can be freely downloaded from
the Emerging Threats website.



CHAPTER 4

METASPLOIT FRAMEWORK

Metasploit is an open source framework used by IT professionals to test the security of their end-
systems or network components. The framework is maintained by Rapid7[5], who maintains and
expands the amounts of attacks available in the framework.

Metasploit Architecture

LIBRARIES INTERFACES

- Rex Console

'
CLI

MSF Core
‘ Web

PLUGINS = MSF Base "’ GUI
'y

MODULES

Payloads Exploits Encoders Nops

Figure 4.1: Metasploit Framework Architecture[6]

4.1 Metasploit Modules

The Metasploit Framework contains multiple types of modules which can be combined to attack
a remote system. In this section a breakdown is given of these modules and a brief explanation is
given on how they can be combined.

4.1.1 Exploits

Exploits are bits of code of commands that grant some form of access to a remote system. An
example of this can be a malformed FTP request that eventually would allow you to execute
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malicious code on the server. A lot of these exploits are the result of poor input sanitation, others
make use of a permission elevation that the software developer or administrator did not take into
account. In other words: exploits make use of known or unknown vulnerabilities in programs in
order to gain access to a system. In the case of Metasploit, the exploits need to be combined with
a predefined set of compatible payloads to get something done on the server.

4.1.2 Payloads

Once access to a system is granted through an exploit, a payload can be executed on the remote
system. A payload is a piece of code that is used to execute commands on the targeted system, for
example to add user credentials or additional permissions to a system. Staged payloads are also
available: the first stage establishes a communication channel between the attacker and the target
and retrieves the next stage(s) that will be executed on the remote host. Even more sophisticated
payloads exist that make use of DLL injects on a host, known as Meterpreter in Metasploit terms.

4.1.3 Auxiliary

Auxiliary code consists of tools that assist in the finding of an exploit. Examples include port
scanners and denial of service code, but also basic exploits that can reveal some information about
the to-be-attacked system. Auxiliary modules can be considered exploits without payload, but
their purpose is very diverse.

4.1.4 Encoders

One of the detection mechanisms used by IDSs/IPSs and anti-virus software is checking the sig-
nature of a packet or file. If the signature of a packet matches with the signature of a known
exploit or payload, then a warning is given or an action is conducted. If the signatures is properly
defined, then the data will still be detected when minor changes are made to it. Therefore, en-
coders have been created that can rearrange the order of some commands. This can be achieved
by creating pointers throughout the package, and/or by filling it up with garbage. In some cases,
these permutations can lead to the data not being detected as malicious any more, but it is still
executable on the receiving node.

4.2 Module summary - relations between Metasploit mod-
ules

As you can see in Figure 4.2, Metasploit offers different modules that can be combined to hack a
system. As already described above, the auxiliaries are used to gain information about a system
or to crash something on the receiving side. They have no dependencies on other components in
order to do this. The exploits are used to gain access to a system, but in general they won’t do
anything just by themselves. For this, they’ll need a payload, which in essence is a bit of malicious
code that is sent over the line after access to a system is gained with an exploit. Every exploit
will specify the payloads that it is compatible with in the Metasploit Framework, so there is a
limited set of matches that can be used. Last, in order to hide the presence of a payload to a
virus scanner or IDS, they can be modified using an encoder, which will severely modify the file
signature of the payload.

Danny Groenewegen, Marek Kuczynski July 2, 2011
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Auxiliary Optional encoder

Exploit —> Payload

Figure 4.2: Relation of Metasploit modules

4.3 Specifying detection

We analyzed the components in order to find the best and most reliable detection method(s) for
detecting payloads and exploits. Since both of these components must be present in a packet when
hacking a system, it is enough to detect just one of the two halves with Snort. We analyzed the
packet traces of several exploits and payloads combined and made the following observations:

e Exploits are responsible for the TCP session set-up, so it is possible that several packets are
sent over the line before the actual malicious content is sent. It is very well possible that
parts of the traffic generated by an exploit would classify as legitimate traffic, because in
some cases it can be enough to gain access to a system just by changing a correct byte in an
otherwise ”legal” packet stream.

e It requires some effort to trick Metasploit into sending exploits over the line, because exploits
facilitate some form of interaction between an attacker and victim. If the sending side does
not receive a satisfying reply from the victim, then an error is raised. Even if this can be
spoofed, its still hard to get reliable results from the traces between the two machines.

e Exploits have to be known to the world before any form of detection can take place, but
payloads remain more static over time.

e Payloads can be generated very easily by Metasploit, and they consist of one packet. In some
cases, this package becomes bigger than the MTU of the transport medium, but splitting up
the signatures into smaller bits is enough to detect malicious traffic over the whole payload.

Therefore, the conclusion is that detecting exploits would be complicated and unreliable, while
detecting the payloads is in theory possible in a reliable fashion.

Danny Groenewegen, Marek Kuczynski July 2, 2011



CHAPTER b

GENERATING RULES

This chapter gives an overview of the automated rule building process. We made several assump-
tions in this process, which are outlined in the next section.

5.1 Assumptions

e Signature lengths smaller than 32 bits get ignored and are not added to the definitive Snort
ruleset. This value seems to be a good threshold to keep the amount of false positives down,
although further research is required to determine an optimal minimum threshold.

e We generate each payload multiple times. By comparing the different versions of each
payload we eliminate the following dynamic parts from the generated signatures:

— A subset of all payloads include a random value. By generating each payload four times,
we assume to have enough variation to eliminate the random values;

— Payloads contain configurable options. For example the remote host, port or a command
to execute. These values will differ, hence they should not be included in the Snort
signatures. As an example, the values 6.6.6.6 and 9.9.9.9 are used for the remote host
options. Their ascii representation is different so they can be extracted from the created
signatures. These values are specifically chosen, because each bit is also different in
binary representation: ‘0110 0110 0110 0110’ and '1001 1001 1001 1001°.

Figure 5.1 illustrates the different parts of a payload. The signature used by Snort will only be
based on the static code in the payload.

OPTIONS | STATIC MALICIOUS | RANDOM
CODE

Figure 5.1: A payload consist of multiple parts.
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5.2 Generating Rules

Taking into account the assumptions described above, we created a Ruby script to automatically
convert all payloads to Snort rules. The full source code is can be found in appendix A. The
following list gives a brief overview of this process:

1. Use the Metasploit Framework API to create an instance of the Framework
2. Generate each payload using two different option sets

3. Run a longest common substring algorithm|[11] recursively on the two versions of each pay-
load

(a) Locate the longest static part using the LCS algorithm
(b) Repeat for the remaining string left of the static part
(c) Repeat for the remaining string right of the static part

4. Assemble the detected static part(s) into Snort content tags

5. Append the generated Snort rule to the output file

Danny Groenewegen, Marek Kuczynski July 2, 2011



CHAPTER O

ENCODERS

In the previous chapter a description is given of how signatures can be made from generated
payloads. As shown in figure 4.2, these payloads can be obfuscated by the use of an encoder.
This is done by reading the payload, inserting garbage instructions or jump references, resulting
in a different signature than the original payload. The code execution on the host that is being
attacked will have the same effect as the original non-encoded payload. Earlier research [1][4] has
already shown that the detection of encoders is a difficult subject.

Metasploit comes with several built-in encoders, they can be used with multiple iterations and
have an output in various different formats. However, the encoders are of varying quality: some of
them will only change the capitalization while others will camouflage the code with NOP-sleds and
jump references. The encoders can be mixed together, which means that you could do a couple
of iterations with different encoders over a single payload.

We decided to look into detecting encoded payloads as well, in order to increase the Metasploit
detection rate. We tried several different approached to detect encoded payloads, all of them are
described below:

e We used a modified version of our rule generation script to detect static code parts among
multiple iterations of each encoder using multiple payload. The output shows how often
static code parts are present in the encoded payload. and how long the static parts are.
Unfortunately, even one encoded payload may already deliver very variable results, since
some payloads take random initialization vectors like the current time. Other encoders use
polymorphic engines to randomly shift around blocks of code while keeping the algorithm
intact.

e The source code of some Metasploit encoders was analyzed to check for leads. It appears
that some encoders (i.e. shikata_ga nai) do include static bits of code (which in example
represent a jump instruction) but these signatures are too short to detect upon. Using them
would most likely result in many false positives and this countermeasure would not apply
for all encoders either.

e Another attempt was made with optimized recompiling of payloads. The output from a
Metasploit encoder would be interpreted by an IDS, through which it would attempt to
reconstruct the source code (or in this case, the plain payload instructions). If this is done
in an optimized fashion, then the signature of the machine code should match the signature of
the plain payloads. In order to analyze the code, a disassembler can be used. A disassembler
can convert binary machine code into assembly code. By doing this, it is possible to analyze

11
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what kind of assembly instructions are represented in the binary code that goes over the
line. However, the code is still not optimized, so it will still contain the obfuscations and
NOPs introduced by the encoder. Therefore, an optimization is required.

e This optimization can be delivered by a decompiler. A decompiler tries to interpret the code
(like a de-assembler), after which it can optimize the code into something similar to the
original code. The word ”similar” already illustrates part of the problem with decompilers
already; there is always some information lost or misinterpreted when decompiling code. It
might be possible to check for routines or keywords in the decompiled code, but doing this
reliably is a research field on its own.

Danny Groenewegen, Marek Kuczynski July 2, 2011



CHAPTER [

RESULTS

In the following two section we will describe our results of detecting payloads and encoders.

7.1 Payloads

To test our generated rules, we created a script that creates pcap packets for all payloads and
counts how many are detected by Snort. These scripts can be found in Appendix C and D. The
result shows that 109 of the total 222 payloads were detected by Snort using the generated rules.
This is a detection rate of 49%.

We would suspect the detection rate to be higher, but we haven’t looked into any of the payloads
that were not detected. This is still an open issue and might be easy to improve.

7.2 Encoders

Analysis of the encoder sources did not lead to any concrete pointers. The detection of static code
parts among multiple iterations of each encoder resulted in some static parts for a subset of all
the encoders. However the detected parts were too short to be used as a signature for reliable
detection of encoded payloads.

De-compilation and normalization of encoded payloads did not produce any usable result. However
this is mainly caused by our lack of experience in the area of compilers. We had some pointers in
our approach, but were not able to properly analyze this.

13



CHAPTER 8

CONCLUSIONS

During the research, several results were observed. In this chapter some of the findings are
described and answers to the research questions are given. We created a script that generates
all payloads and creates Snort of it. As a result, 49% of the payloads were detected successfully.
This is already a big improvement compared to the default and community rule sets.

Looking back at the research question defined at the start of the research, the following conclusions
can be made: Can Snort be enabled to automatically keep up with the latest exploits provided by
Metasploit? Yes, but as described in chapter 4 we focused on the detection of payloads instead of
exploits. Most, if not all, exploits require a payload to actually do something on the remote host.
The code used to create Snort rules out of all available payloads makes use of the Metasploit API,
which means that it can be updated once an update for Metasploit is released. As already shown
in this chapter, the detection rate achieved with the generated Snort signatures is 49%.

Our approaches to detecting encoded payloads were not so successful. However, there might be
some opportunities in the area of normalization and optimized recompiling.

8.1 Future work

e Further research is needed in the optimal signature size for Snort rules. Right now, the
script provided with this paper takes the longest common substring and uses this to detect
malicious packets. However, slight modifications to the payloads can already result in a
signature mismatch. Therefor, smaller signatures would be more effective, since parts of
them will and parts of them won’t match the modified payload. However, the chance of false
positives increases when the signatures get shorter.

e It would be interesting to see how many payloads can be detected when using a framework
different from Metasploit. The payloads in Metasploit are optimized for efficiency, but it is
unknown what the overlap is with other penetration suites.

e The research team was not able to make signatures out of the encoded payloads, as de-
scribed in 6. A breakthrough could be achieved if encoded payloads could be normalized
and compared to known payload signatures.

14
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APPENDIX A

PAYLOAD RULE GENERATION SCRIPT

#!/usr/bin/env ruby
$:. unshift (File.join(’’, ’opt’, framework —3.6.0’, msf3’,’1ib "))
require ’rex’
require ’'msf/base’
# Initialize the simplified framework instance.
$framework = Msf:: Simple :: Framework. create (
:module_types => [ Msf::MODULEPAYLOAD, Msf:: MODULEENCODER, Msf::MODULENOP |,
’DisableDatabase’ => true

)

$sid = 1000000

# read payload options file
payload_opts = Hash[File.read(’payload_-options.cfg’).scan(/(.+?):(.+)/)]
payload_opts_diff = {}
# split up the diff options
payload_opts.each{ |x|
a,b = x[1].split(”,”)
payload_opts[x[0]] = a
payload_opts_diff [x[0]] = b

def lcs_size (sl, s2)
num=Array .new(sl.size){Array.new(s2.size)}
len , posi, posj=0

sl.scan(/./).each_with_index do |11 ,i |
s2.scan(/./).each_with_index do |12, |

unless 11==12
num [i][§]=0

else
(i==0 || j==0)? num[i]|[j]=1 : num[i][j]=1 4+ num[i —1][j—1]
if num[i][j] > len
len = ans = num[i][j]
posi = i
posj = ]
end
end
end
end
[len , posi, posj]
end

#regexp filter for hex output
#require a minimum of two two character hex blocks seperated by whitespace
$regexpfilter = Regexp.new (/(\S{2}\s){3,}\S{2}/)

def common_payload (sl ,s2)

15
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lcs = lcs_size (sl,s2)

#string from size and position
#filter wsing regexp

if les[0] = O
return []
else
lecs_s = sl[les[1]—1lcs [0]+1..1lcs [1]]
lcs.s = lcs_s[$regexpfilter]
if les_s.nil? || lcs_s.empty?
return []
end
end

# recursive left

if (les[l]—1lcs[0] < 0) || (les[2]—1lcs[0] < 0)
lesleft = []
else
lcsleft = common_payload (
s1[0..(les[1]—=1es [0])],
s2[0..(les[2]—=1cs [0])])
end
#recursive right
if (lcs[1] >= sl.length ) || (lcs[2] >= s2.length)
lesright = []
else
lecsright = common_payload (
s1[(les[1]4+1)..s1.length],
s2[(lecs[2]4+1)..s2.length])
end

return lcsleft.push(lcs_s).push(lcsright)
end

# writes out the signatures to the snort rules file
def write_rule (name, content)
puts ”Writing rule...”

$out.write(’alert tcp SEXTERNALNET any —> $HOMENET any (msg:” '+name+’”; flow:
established; )

# ERROR: ./snort/./rules/metasploit-payloads.rules(107) Line greater than or equal to
82768 characters which is more than the parser is willing to handle. Try splitting
it up on multiple lines if possible.

content.each { |x|
if x.to_s.length >= 5
$out . write(’content:”| ’+4x.strip+’
end

|7a

5 7)

Sout . write (”sid:#{$sid }; rev:1;)\n”)
$sid = $sid + 1
end

#compare two strings for similar parts
# taking into account a mazrimum blocksize to speed things up
def compare_two(sl,s2)

contents = []

block_size = 1000

pos = 0

#find static parts wusing block_size splits
while pos < sl.length
#check if a full block is possible
if pos+block_size <= sl.length
contents.push(common_payload (sl [pos..(post+block_size —1)], s2[pos..(pos+
block_size —1)]))
pos = post+block_size
else
contents.push(common_payload (sl [pos..(sl.length—1)],s2[pos..(s2.length—1)]))
pos = sl.length
end
end

return contents. flatten
end

# open output file
$out = File.open( metasploit_payloads.rules’, ’'w’)

Danny Groenewegen, Marek Kuczynski July 2, 2011
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# iterate all payloads
$framework . payloads.each_module { |name, mod |
payload_-name = 7#{name}”
puts ” Generating 7+ payload_name

begin

# generate payload four times with different option sets
payload = $framework.payloads.create (payload_name)
sl = payload.generate_simple (

’Format’ = ’raw’,

’Options’ => payload_opts ,

>Encoder’ => nil)
payload = $framework.payloads.create (payload_-name)
s2 = payload.generate_simple (

’Format’ => ’raw’,

’Options’ => payload_opts_diff ,

>Encoder’ => nil)
payload = $framework.payloads.create (payload_name)
s3 = payload.generate_simple (

’Format’ = ’raw’,

’Options’ => payload_opts_diff ,

>Encoder’ => nil)
payload = $framework.payloads.create (payload_name)
s4 = payload.generate_simple (

’Format’ = ’raw’,

’Options’ => payload_opts ,

>Encoder’ => nil)

puts ”Converting payloads to hex format...”

sl = Rex:: Text.to_hex(sl,’ ’).to_s
s2 = Rex::Text.to_-hex(s2,’ ’).to-s
s3 = Rex::Text.to_-hex(s3,’ ’).to-s
s4 = Rex:: Text.to_hex(s4,’ ’).to_s

4

puts ”Extracting static payload parts...’

#extract the static parts from 4 generated payloads

contentsl = compare_two(sl,s2)
contents2 = compare_two(s3,s4)
contents = compare_-two(contentsl.join(’ xx ’),contents2.join(’ yy

# check if static parts are found

if contents.length > 0
#write out the rule from static content parts
write_rule (payload_name, contents)

else
puts "No static parts found, skipping”

end

rescue
$stderr.puts payload_-name
$stderr.puts ”"Error generating payload: #{$!}”
puts "#{$!. backtrace}”

end

}

$out.close

Danny Groenewegen, Marek Kuczynski
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APPENDIX B

LCONFIGURATION SCRIPT FOR PAYLOAD GENERATION

LHOST:6.6.6.6 ,9.9.9.9

DLL: /tmp/empty,/tmp/empty
BUNDLE: / tmp/empty ,/tmp/empty
URL:/ filel ,/ file2

CMD: something , nothing00
PEXEC: /tmp/empty,/tmp/empty
PXHOST:6.6.6.6 ,9.9.9.9
LPORT: 6 ,9

18
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APPENDIX C

#!/usr/bin/env ruby
$:. unshift (File.join (’’, opt’, framework —3.6.0’, msf3’,’1ib 7))

require ’rex’
require ’'msf/base

require ’socket’

B}

# Initialize the simplified framework instance.
$framework = Msf:: Simple:: Framework. create (

:module_types => [ Msf::MODULEPAYLOAD, Msf:: MODULEENCODER, Msf:: MODULENOP |,

’DisableDatabase’ => true

)

# read payload options file

payload_opts = Hash[File.read(’payload-options.cfg’) .scan(/(.+7):(.+)/)]

puts payload_opts
# Start a local tcpserver to send payloads to
puts ”Starting tcp server”

tcp-server = TCPServer.new(’127.0.0.2°,4444)

# iterate all payloads
$framework . payloads.each_module { |name, mod|

puts ” Generating 74 name

begin
# generate payload four times with different option sets
payload = $framework.payloads.create (name)
sl = payload.generate_simple (
>Format’ = ’raw’,
’Options’ => payload_opts ,
>Encoder’ => nil)
rescue

$stderr.puts ” Error generating #{name}: #{$!}”
puts "#{$!. backtrace}”
end

”

puts ”Start tcpdump capture...

system (’tcpdump —i lo —n —w ./captures/’+name.gsub(/\//, —’)+ .pcap&’)

sleep 1
puts ”Sending the payload...”

# send the payload to a tcp socket

t = TCPsocket.new (’127.0.0.27,°4444°,°127.0.0.1")
t.write(sl)

t.close

sleep 2

puts ’Saving tcpdump capture...\n’
system (’ killall tcpdump’)

19
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sleep 1

puts ”Done”
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APPENDIX D

SNORT DETECTION RATE

#!/usr/bin/env ruby
# iterate all payloads

total = 0
total_detected = 0

$alertsfile = ’./snort/logs/alert’

Dir.glob (’./captures /*.pcap’) .each { |file |

puts ”"Parsing "+file

puts ”Starting Snort...”

system (’snort —A fast —c
+file)

sleep 0.5

detected = false
# read snort log file

./snort/snort.conf —K none —k none —q —1 ./snort/logs/ —r

if File.exists?($alertsfile)

puts ”Snort detected:

9

alerts = File.new($alertsfile ,’r’)

while (line = alerts
detected = true
puts line

end

alerts.close

.gets)

File.delete($alertsfile)

else
puts ”Snort detected
end

total = total + 1
if detected

nothing”

total_-detected = total_-detected + 1

end

}

puts "Total:"+total.to_s

puts ”"Detected:”+total_detected . to_s
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